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About the Authors 
 
ChatGPT 
 
Hello! My name is Assistant and I am a large language model trained by OpenAI. I 
am a virtual assistant designed to help answer questions and provide information on 
a wide range of topics. My knowledge is based on the text that has been input to me, 
and my training data comes from a wide variety of sources, including books, articles, 
and websites. I do not have personal experiences or opinions, and my responses are 
based on the information that I have been trained on. 
 
Kelvin Charles 
 
I am a Cyber Security Systems Engineer, mentor and content creator and has not 
been trained by OpenAI. I currently work for Cisco Systems and create content for 
Network Wizkid. 
 

About this Guide 
 
This cyber security guide is a resource that provides information and guidance on 
how to protect against cyber threats and secure computer systems, networks, and 
devices. It covers a range of topics, such as best practices for securing devices and 
networks, protecting against malware and phishing attacks, and maintaining the 
privacy and confidentiality of sensitive information. This cyber security guide is aimed 
at individuals, organizations, or both. By following the guidance provided in this cyber 
security guide, individuals and organizations can help protect against cyber threats 
and ensure the security and integrity of their systems and data. 
 
The proceeding information in this guide been created using responses from 
ChatGPT and is based on questions asked by Kelvin Charles. 
 

Cyber Security Threats 
 
Common Types of Cyber Threats 
 
Cyber threats are any type of attack or malicious activity that targets computer 
systems, networks, or devices. These threats can take many forms, including 
malware, phishing attacks, ransomware, and denial of service (DoS) attacks, and 
can have a range of negative impacts, including data theft, system disruption, and 
financial losses. 
 
Some common types of cyber threats include: 
 



Malware: Malware is any software that is designed to cause harm to a computer, 
network, or device. This can include viruses, worms, and trojans, which can spread 
from device to device and infect systems. 
 
Phishing attacks: Phishing attacks are designed to trick users into revealing sensitive 
information or login credentials, often by posing as a legitimate website or company. 
These attacks often involve sending fake emails or creating fake websites that look 
legitimate, in order to trick users into entering their personal information. 
 
Ransomware: Ransomware is a type of malware that encrypts a victim's files and 
demands a ransom from the victim to restore access. These attacks can be 
particularly damaging, as they can disrupt critical systems and prevent access to 
important data. 
 
Denial of service (DoS) attacks: DoS attacks are designed to disrupt the availability 
of a website or service by overwhelming it with traffic, rendering it inaccessible to 
users. These attacks can be launched using a variety of methods, such as sending 
large numbers of requests to a server or flooding a network with traffic. 
 
Cyber threats can have serious consequences for individuals and organizations, 
including financial losses, damage to reputation, and legal liabilities. It is important to 
take steps to protect against these threats, such as using strong passwords, 
enabling two-factor authentication, and keeping software and devices up to date with 
the latest security patches. 
 

Why Cyber Security is Everyone’s Responsibility 
 
Security is everybody's responsibility because cyber threats can affect anyone and 
everyone has a role to play in protecting against them. Cyber threats can come from 
a variety of sources, including hackers, malicious software, and even insiders, and 
can target individuals, organizations, and critical infrastructure. 
 
Everyone has a role to play in ensuring the security of their own devices and 
systems, as well as the security of the organizations and communities they are a part 
of. This includes following security best practices, such as using strong and unique 
passwords, enabling two-factor authentication, and keeping software and devices up 
to date with the latest security patches. It also involves being aware of potential 
threats and taking steps to protect against them, such as being cautious when 
opening emails or clicking on links from unknown sources. 
 
In addition to protecting against cyber threats, security is also about protecting 
sensitive information and ensuring the privacy and confidentiality of individuals and 
organizations. This requires everyone to be mindful of their actions and to follow 
appropriate security protocols, such as not sharing passwords or sensitive 
information with unauthorized individuals. 
 
By recognizing that security is everybody's responsibility and taking steps to protect 
against threats and safeguard sensitive information, we can all play a role in creating 
a more secure and trustworthy online environment. 



 

10 Cyber Security Best Practices 
 

1. Use strong and unique passwords for all accounts, and enable two-factor 
authentication whenever possible. 
 
Reason: Weak or easily guessable passwords can be easily hacked, while 
enabling two-factor authentication adds an extra layer of protection by 
requiring a second form of verification (such as a code sent to a phone) 
before logging in. 

 
2. Keep all software and devices up to date with the latest security patches and 

updates. 
 
Reason: Security patches and updates often address vulnerabilities that have 
been discovered in the software or device, and can help protect against 
potential attacks. 

 
3. Use a firewall to protect your network from external threats. 

 
Reason: A firewall is a network security system that monitors and controls 
incoming and outgoing network traffic based on predetermined security rules. 
It helps protect against unauthorized access to or from a private network. 

 
4. Use antivirus software to protect against malware. 

 
Reason: Antivirus software helps detect and remove malware, which is any 
software designed to cause harm to a computer, network, or device. 

 
5. Be cautious when opening emails and clicking on links from unknown 

sources. 
 
Reason: Email phishing attacks and malicious websites can trick users into 
revealing sensitive information or downloading malware. 

 
6. Avoid using public WiFi networks for sensitive activities, as they may not be 

secure. 
 
Reason: Public WiFi networks may not be encrypted and can potentially be 
accessed by attackers. 

 
7. Enable automatic logoff for all accounts after a period of inactivity. 

 
Reason: Automatic logoff helps prevent unauthorized access to accounts if a 
device is left unattended. 

 
8. Regularly back up important data to prevent loss due to cyber attacks or other 

incidents. 
 



Reason: Regularly backing up data helps ensure that important information is 
not lost in the event of a cyber attack or other incident. 

9. Educate employees and users about cyber security best practices, and make 
sure they are aware of the potential risks and how to protect themselves. 
 
Reason: Educating employees and users about cyber security helps ensure 
that they are aware of the potential risks and how to protect themselves and 
the organization. 

 
10. Consider using a Virtual Private Network (VPN) to encrypt internet traffic and 

protect against external threats when accessing the internet from a public or 
untrusted network. 
 
Reason: A VPN encrypts internet traffic and can help protect against external 
threats when accessing the internet from a public or untrusted network. 

 

Cyber Security Best Practices Explained 
 
Multi-factor Authentication Explained 
 
Multi-factor authentication (MFA) is a security process that requires users to provide 
more than one form of authentication in order to access a system or service. This 
can include something the user knows (such as a password or PIN), something the 
user has (such as a security token or smart card), or something the user is (such as 
a biometric factor like a fingerprint or facial recognition). 
 
MFA helps to protect against unauthorized access by requiring multiple forms of 
authentication, making it more difficult for attackers to gain access to systems or 
services. It is particularly useful for protecting against password-based attacks, as it 
requires an additional form of authentication beyond just a password. 
 
Some popular vendors of MFA solutions include: 
 
Duo Security: Duo offers a range of MFA solutions for businesses, including two-
factor authentication, single sign-on, and access management. 
 
Okta: Okta provides a variety of MFA solutions, including mobile push notifications, 
security tokens, and biometric authentication. 
 
Microsoft Azure: Azure offers a range of MFA solutions, including phone call and text 
message verification, as well as support for third-party authentication apps like 
Google Authenticator. 
 
Google: Google provides MFA solutions for its suite of products, including Gmail and 
Google Drive, using a combination of phone call, text message, and third-party 
authentication app verification. 
 



Auth0: Auth0 offers a range of MFA solutions, including phone call and text message 
verification, as well as support for third-party authentication apps and biometric 
authentication. 
 
By using MFA and choosing a reputable vendor, organizations can help protect 
against unauthorized access and ensure the security of their systems and data. 
 
Security Patch Management 
 
Security patch management is the process of identifying, testing, and deploying 
security patches to address vulnerabilities in software and systems. It is an important 
aspect of cyber security, as vulnerabilities can be exploited by attackers to gain 
unauthorized access or cause damage to systems. 
 
The ideal process for security patch management typically involves the following 
steps: 
 

1. Identify and prioritize vulnerabilities: The first step in security patch 
management is to identify any vulnerabilities that need to be addressed. This 
may involve using vulnerability scanners or receiving notifications from 
software vendors or other sources. Vulnerabilities should be prioritized based 
on their severity and the potential impact on the organization. 

 
2. Test patches: Once vulnerabilities have been identified, the next step is to test 

the patches that are available to address them. This involves installing the 
patches on a test system and verifying that they fix the vulnerability and do 
not cause any unintended consequences, such as breaking other systems or 
applications. 

 
3. Deploy patches: After patches have been tested and found to be effective, 

they can be deployed to production systems. This typically involves 
scheduling the deployment at a time that is convenient for the organization, 
and ensuring that all relevant systems and devices are updated with the 
patches. 

 
4. Monitor and report: After patches have been deployed, it is important to 

monitor systems and devices to ensure that they are functioning correctly and 
that the vulnerabilities have been effectively addressed. This may involve 
reviewing log files or using monitoring tools to identify any issues or 
anomalies. 

 
By following this process, organizations can effectively manage security patches and 
reduce the risk of vulnerabilities being exploited by attackers. It is important to 
regularly review and update this process to ensure that it is effective and efficient. 
 
Firewalls Explained 
 
A firewall is a network security system that monitors and controls incoming and 
outgoing network traffic based on predetermined security rules. It helps protect 
against unauthorized access to or from a private network, and can be configured to 



allow or block traffic based on various criteria, such as the source or destination of 
the traffic, the type of traffic, or the port being used. 
 
Firewalls can be hardware-based, software-based, or a combination of both, and are 
an important tool for protecting against cyber threats such as malware, viruses, and 
unauthorized access. 
 
Some popular firewall vendors include: 
 

1. Fortinet: Fortinet offers a range of hardware and software-based firewall 
solutions, including next-generation firewalls, web application firewalls, and 
network security platforms. 

 
2. Cisco: Cisco offers a range of firewall solutions, including hardware-based 

firewalls, software-based firewalls, and cloud-based firewalls. 
 

3. Check Point: Check Point provides a range of firewall solutions, including 
next-generation firewalls, cloud-based firewalls, and security gateways. 

 
4. Palo Alto Networks: Palo Alto Networks offers a range of firewall solutions, 

including next-generation firewalls, cloud-based firewalls, and security 
platforms. 

 
5. Sophos: Sophos offers a range of firewall solutions, including hardware-based 

firewalls, software-based firewalls, and cloud-based firewalls. 
 
By choosing a reputable firewall vendor and properly configuring and maintaining a 
firewall, organizations can help protect against cyber threats and unauthorized 
access to their networks. 
 
Anti-Virus Explained 
 
Anti-virus software is a type of software that is designed to detect and remove 
malware, such as viruses, worms, and trojans, from computer systems and devices. 
It works by scanning files and programs on a device and identifying any known 
malicious software, and then quarantining or removing it to prevent it from spreading 
or causing harm. 
 
Anti-virus software is an important tool for protecting against cyber threats and is 
particularly useful for protecting against malware that can infect a system and cause 
damage. 
 
Some popular anti-virus software vendors include: 
 

1. McAfee: McAfee offers a range of anti-virus software products, including 
solutions for individuals and businesses. 

 
2. Symantec: Symantec provides a range of anti-virus software products, 

including Norton AntiVirus and Norton Security. 
 



3. Kaspersky: Kaspersky offers a range of anti-virus software products, including 
solutions for individuals and businesses. 

 
4. Trend Micro: Trend Micro provides a range of anti-virus software products, 

including solutions for individuals and businesses. 
 

5. ESET: ESET offers a range of anti-virus software products, including solutions 
for individuals and businesses. 

 
By choosing a reputable anti-virus software vendor and regularly updating and 
running the software, individuals and organizations can help protect against malware 
and other cyber threats. It is important to regularly review and update anti-virus 
software to ensure that it is effective and up-to-date. 
 
Phishing Explained 
 
Phishing is a type of cyber attack that involves tricking individuals into revealing 
sensitive information or login credentials, often by posing as a legitimate website or 
company. These attacks often involve sending fake emails or creating fake websites 
that look legitimate, in order to trick users into entering their personal information. 
 
There are several techniques that attackers may use in phishing attacks, including: 
 

1. Spoofing: This involves creating fake emails or websites that mimic legitimate 
ones in order to trick users into believing they are interacting with a legitimate 
entity. 

 
2. Social engineering: This involves using psychological manipulation or 

deception to trick users into revealing sensitive information or clicking on 
malicious links. 

 
3. Malware: Some phishing attacks may include malware that is downloaded 

onto a user's device when they click on a malicious link or open a malicious 
attachment. 

 
To protect against phishing attacks, it is important to be cautious when opening 
emails or clicking on links from unknown sources. Some additional steps to take 
include: 
 

1. Use anti-phishing software: Anti-phishing software can help identify and block 
phishing emails and websites. 

 
2. Verify the authenticity of emails and websites: If you receive an email or are 

asked to click on a link that seems suspicious, take a moment to verify the 
authenticity of the email or website before interacting with it. 

 
3. Use strong and unique passwords: Strong and unique passwords can help 

protect against password-based attacks, such as those used in phishing 
attacks. 

 



4. Enable two-factor authentication: Two-factor authentication adds an extra 
layer of protection by requiring a second form of verification (such as a code 
sent to a phone) before logging in. 

 
By following these steps, individuals and organizations can help protect against 
phishing attacks and prevent sensitive information from being compromised. 
 
Wi-Fi Explained and the Risks Associated with Public Wi-Fi 
 
Wi-Fi is a wireless networking technology that allows devices to connect to the 
internet and communicate with each other. It works by using radio waves to transmit 
data between devices and a router or access point, which is connected to the 
internet. 
 
One of the risks associated with using public Wi-Fi is the potential for data breaches 
and unauthorized access to personal information. Public Wi-Fi networks may not be 
encrypted, which means that data transmitted over the network may be vulnerable to 
being intercepted by attackers. This can potentially expose sensitive information 
such as login credentials, financial data, and personal information to cyber criminals. 
 
In addition to the risk of data breaches, using public Wi-Fi can also expose users to 
other types of cyber threats, such as malware and phishing attacks. Hackers may 
use public Wi-Fi networks to launch attacks or install malicious software on devices. 
 
To protect against these risks, it is important to be cautious when using public Wi-Fi 
and to follow best practices such as using a VPN to encrypt internet traffic, avoiding 
accessing sensitive information on public networks, and using strong and unique 
passwords. It is also a good idea to use security software, such as anti-virus and 
firewall software, to help protect against cyber threats. 
 
Data Backups and Retention Explained 
 
Data backups are copies of important data that are made in case the original data is 
lost, corrupted, or otherwise becomes unavailable. Backing up data is an important 
aspect of data management and helps ensure that important information is not lost in 
the event of a cyber attack, hardware failure, or other incident. 
 
There are several different methods for backing up data, including: 
 

1. Local backups: Local backups involve making copies of data and storing them 
on the same device or a separate device that is connected to the same 
network. 

 
2. Cloud backups: Cloud backups involve storing copies of data on a remote 

server or cloud-based storage service. This allows data to be accessed from 
anywhere with an internet connection. 

 
3. Physical backups: Physical backups involve making copies of data and 

storing them on physical media, such as external hard drives or tapes. 
 



When backing up data, it is important to follow best practices, such as regularly 
making copies of data, storing copies in multiple locations, and verifying that the 
backups are working correctly. 
 
In addition to making backups, it is also important to consider data retention, which is 
the process of storing data for a specific period of time. Data retention policies help 
organizations determine how long to keep data and what to do with it once it is no 
longer needed. These policies can vary depending on the type of data and the legal 
and regulatory requirements that apply to it. It is important to follow data retention 
policies in order to comply with legal and regulatory requirements and to ensure that 
data is not kept longer than necessary. 
 
VPN’s Explained 
 
A virtual private network (VPN) is a technology that allows users to securely connect 
to the internet and access resources over a public or untrusted network. It works by 
creating a secure, encrypted connection between a device and a VPN server, which 
helps to protect data transmitted over the internet from being intercepted or 
accessed by unauthorized parties. 
 
VPNs are often used by individuals and organizations to protect the privacy and 
security of their online activities, such as when accessing the internet from a public 
Wi-Fi network or when communicating over an untrusted network. They can also be 
used to bypass internet censorship and access restricted content. 
 
Some popular VPN vendors include: 
 

1. ExpressVPN: ExpressVPN offers a range of VPN solutions for individuals and 
businesses, including support for a variety of devices and platforms. 

 
2. NordVPN: NordVPN provides a range of VPN solutions, including support for 

multiple devices and platforms, as well as specialized servers for specific 
purposes such as streaming and file sharing. 

 
3. CyberGhost: CyberGhost offers a range of VPN solutions, including support 

for multiple devices and platforms, as well as specialized servers for specific 
purposes such as streaming and torrenting. 

 
4. Private Internet Access: Private Internet Access (PIA) provides a range of 

VPN solutions, including support for multiple devices and platforms, as well as 
a variety of customization options. 

 
5. Surfshark: Surfshark offers a range of VPN solutions, including support for 

multiple devices and platforms, as well as specialized servers for specific 
purposes such as streaming and torrenting. 

 
By choosing a reputable VPN vendor and using a VPN to encrypt internet traffic and 
protect online activities, individuals and organizations can help protect against cyber 
threats and ensure the privacy and security of their online activities. 
 



Conclusion 
 
In conclusion, the importance of implementing cyber security best practices cannot 
be overstated. Cyber threats can have serious consequences for individuals and 
organizations, and it is critical to take steps to protect against these threats and 
ensure the security and integrity of systems and data. By following best practices 
such as using strong and unique passwords, enabling two-factor authentication, 
keeping software and security protocols up to date, and regularly backing up data, 
individuals and organizations can significantly reduce the risk of cyber attacks and 
protect against the potential consequences of these attacks. Implementing cyber 
security best practices is essential for ensuring the security and confidentiality of 
systems and data, and it is important for individuals and organizations to prioritize 
cyber security in order to protect against cyber threats and ensure the safety and 
security of their systems and data. 
 
 
 
 
 
 
 
 


